WERTHEIM GLOBAL SOLUTIONS, LL.C

Wertheim Global Solutions LLC

DMSSYNC FOR OPEN TEXT EDOCS™
Installation and Operations Mannal

© 2018 Wertheim Global Solutions, LLC

This material is copyrighted and all rights are reserved by Wertheim Global Solutions, LLC. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any
language or computer language, in any form or by any means, electronic, mechanical, magnetic, optical, chemical,
manual, or otherwise, without the prior written permission of Wertheim Global Solutions, LLC.

We made a sincere effort to ensure the accuracy of the material described herein; however, Wertheim Global
Solutions, LLC makes no warranty, express or implied, with respect to the quality, correctness, reliability, accuracy,
or freedom from error of this document or the products it describes.

The names of the software products referred to in this manual are claimed as trademarks of their respective
companies.



Table of Contents

IOEEOAUCHON. ..ot bbb 4
System ReqUILEMENTS ....cuiuiiiiiiiiiiiiiiiiiiii s 4
Notice to Evaluation USEIS......ccciiiiiiiiiiiiniiiiieic s 4

DMSSYNC INStAIAtION. ...t 5
Initial Workstation Installation.........ccciiiiiiiiiiiiniiciic s 5
Upgrading an Existing DMSSync Installation .........ccccviceieiiiiiiiiiiiciiniieniceeceesise i 6
Note for Add-0n MOAUIES ....c.cueviiiiiiriiicirce ettt 6

Configuring a DMSSYNC LIDIAIY ... 6
The DMSSYNEC TADBIES .....cuviiiiiiiii s 7
Preparing the DMSSYNC LIDIALY ...c.cucviiiiiiiiiiiiiciiiiee s 7
Registering DIMSSTNC ... 3
RemovINg DIMSSYIIC. ...ttt 8

The DMSSYNC APPLCAION. ....viiiiiiiiiiiiiiiiiici s 9
DMSSYNC Basic OPHONS ....cuviviiiiiiiicincii s 9

StANAALA OPLOMS ..ttt 9
CUSTOM OPLOMS. ...ttt ettt bbb bbb bbb en s 10

DMSSync Advanced OPtioNS ... ssas 11
Add NEtWOTk ALIAS c..vviiiiieiiiiiiic s 11
TOgEle DOMAINS ..ot 12
TOZELE LUDIATIES ...t 12
VIEW LLOG vttt 12
PULZE TLOZ ittt 12
FIECLS 1ottt 12
Manage Maps: IMAPS ..o 14

Domain — LIbrary Maps......ccccciiiiiiiiiiiiici s ssssans 14
Domain — Library — New User & Group Templates ........cccceeuviiiiiininiiiiininiiciiieeiceensinees 15
Domain — Library — PEOPLE and GROUPS table Maps.........ccccevuieiviniiernnicieeiiceneiecnenneaes 15
User and Group Maps — Default.......cccccciiiiiiiiiiiiiiicicccc s 17
User and Group Maps — By Domain........cccccviiiiiiiiiicicnennaes 18
Specific User and Group Maps — By Domain.........ccccoviiiiiiiiiiiniciiiiicceciceiaes 18
Manage Maps: EXPOTT. ..o 19
Manage Maps: IMPOTE ..o 19
DMSSYNC FOR OPEN TEXT EDOCS Installation and Operations Manual Page 2

January 31, 2018 © 2018 Wertheim Global Solutions, LI.C



TNIHAIZE LADIALY ..ttt bbbttt ettt ettt 20

OPLIONS .ttt bbb bbb bbb 20
GENELAl ..o 20
Synchronization OPIONS .......ccviiiuiiiiiiiiiici s sar s 21

RUNNING DIMSSYNC co.iiviiiiiiiiiii bt 23
DMSSYNC FOR OPEN TEXT EDOCS Installation and Operations Manual Page 3

January 31, 2018 © 2018 Wertheim Global Solutions, LI.C



Introduction

Welcome to DMSSync!

DMSSync is a companion utility to WincTools that automatically creates eDOCS user and group
information from your Windows domains or Novell NDS servers.

Like WincTools, DMSSync is written using Hummingbird 32-bit API calls to perform all functions.
This means that DMSSync functions regardless of database and Network Operating System (NOS)
platforms, and can even support libraries that are running on different database systems.

The WincTools ReadMe.txt file contains information on the latest features, functions and
bug fixes in WincTools and companion products. Itis suggested that your review the
WincTools ReadMe.txt file before attempting to install, run, or upgrade an existing copy of
WincTools or DMSSync.

NOTE: Disabling virus scanning software on a computer that is
running DMSSync may improve performance up to four-fold,
especially if the options to log everything or log SQL statements have
been selected.

System Requirements

DMSSync has been tested and operates using the following minimum configurations:

e Any Windows-based personal computer that runs OpenText eDOCS DM Extensions
client (32-bit or 64-bit) Do not run Winc products on a Windows Document or
SQL Database (Library) Server.

e Open Text eDOCS 5.1.05 or later is recommended. If possible, you should always
run dmsSync with the latest patch-level for the eDOCS version you are using.
dmsSync is tested with all versions of eDOPCS up to and including 16.3.

e ¢DOCS DOCS_SUPERVISORS rights

e Network rights to read the Active Directory (Windows servers) or NDS (Netware
servers)

Notice to Evaluation Users

You are allowed to use DMSSync for evaluation purposes for a period of 60 days from the program
date, 30 days from the date of installation, or for 15 executions, whichever comes first. Unless you
register this program, DMSSync will cease to function after the expiration of the evaluation period.
A maximum of 10 users or groups can be replicated per session.
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DMSSync Installation

Initial Workstation Installation
To install DMSSync, follow these instructions:
1. Insert the WincTools CD into the appropriate drive of the computer.

2. Navigate to the WincTools eDOCS Version Modules directory, and locate the DMSSync
directory.

3. Double-click DMSSyncSetup.msi. The following screen will be displayed click Next to
continue.

E1EIx)

FEJ USSSgne fur Gpaii T Lyalinl - 200es

Welcome to the DMSSync for OpenText LiveLink -
eDOCS Setup Wizard

The installer will guide vou through the steps required to install DMSSync for OpenText Livelink -
eD0CS on your computer.

wWARMNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel

4. You are now ready to install DMSSync. You may change the installation directory if desired,
or simply click on the computer icon to begin installation. Note that the installation
directory must be the same as the WincTools directory if you are installing both applications
on the same workstation, by default C:\Program Files\WINC\.

Fﬁ! UiSSyne fur Upau'l'a,(i Liyabinle - 200es

Select Installation Folder

The installer will inztall DS Sunc for OpenText LiveLink - eD0CS to the following folder.

To install in this folder, click "Mext". To install to a different folder, enter it below or click "Browse".

Folder:

C:\Program FileziWwiINCh Browse...

Install DS Senc for OpenT ext Livelink - eDOCS for yourself, or for anyone who uses this

computer:
(%) Everyone
) Just e
Cancel ] ’ < Back ] | Mest >
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5. Follow any on-screen prompts to complete the installation. A program group will be created
automatically, and a shortcut to the application will be added to your programs folder.

Upgrading an Existing DMSSync Installation

Wertheim Global Solutions periodically releases updated versions of WincTools and its associated
add-on modules. All updates are released in ZIP (compressed) format, requiring the use of a de-
compression program such as WinZip® to decompress the file or files.

In most instances, product updates do not require a re-installation of the product. Installation of the
update, then, simply requires that the new executable (e.g., DMSSync.exe) be extracted to the
original installation directory, overwriting the older version.

Updates to companion products are made available in two ways:

1. Via download from the Wertheim Global Solutions website. Visit
www.WertheimGlobal.com and click on Support. *

2. On the WincTools CD, in the Updates directories.

* You must have a licensed copy of WincTools in order to use this
service.

Both the full installation and the update files alone are available for download from the Wertheim
Global Solutions support site.

To upgrade DMSSync:
1. Exit WincTools and all companion products.
2. Open the update ZIP file using a decompression application such as WinZip.

3. Extract all of the files included in the update ZIP file to your WincSync installation
directory. For a default installation, this will be C:\Program Files\Winc.

The DMSSync upgrade is then complete.

Note for Add-on Modules

Multiple copies of the WincTools add-on modules (WincArchive, WincSync, WincWall, or
DMSSync) cannot execute simultaneously on a single computer. Attempting to run more than one
of the add-on modules on the same computer at the same time can cause unpredictable results,
particularly when different libraries are being accessed concurrently by the different modules.
WincTools, and each of the runtime versions of the add-on modules, checks to make sure this is not
occurring and displays an error if a conflict is identified. In order to be able to bypass (ignore) this
error, you can start WincTools or any of the runtime versions using the /NOCHECK command
line parameter. This option is particularly useful if you are running multiple WincTools modules in
different sessions using Citrix.

Configuring a DMSSync Library

DMSSync replicates user, group, and group membership from any domain in an enterprise. Because
replication is based on the network system ID of the user or group, DMSSync is able to recognize
and correctly maintain re-named accounts. DMSSync also provides the ability to restrict replication
to a subset of domain users or groups based on masks, such as DOCS*.
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DMSSync allows synchronization from all domains that are recognized from network aliases
assigned to the root group. DOCS_USERS is set as the default root group; please refer to the
section on DMSSync Options, beginning on page 20, for more information.

The DMSSync setup process creates four new tables in the library to which it is installed. Although
DMSSync can be configured for as many libraries as desired, it is most efficient to run DMSSync
against a single master library and allow WincSync to replicate the user and group information out to
all other enterprise libraries.

The DMSSync Tables

The following tables, indices, and sequences (Oracle only) are created upon initializing a library for
DMSSync:

WINC_SETTINGS: stores options and settings for DMSSync and other Winc products. Note
that un-initializing a library will not remove the WINC_SETTINGS table, as it may contain
configuration information for other Winc products.

0 Indices: PK_WINC_SETTINGS

WINC_DMSSYNC_FLTRS: This table stores the DMSSync filters and masks used to limit a
synchronization set.

0 Indices: WINC_DMSSYNC_FLTRS_PK, WINC_DMSSYNC_FLTRS_INDEX
0 Sequences: SEQWINC_DMSSYNC_FLTRS

WINC_DMSSYNC_MAPS: This table stores the information DMSSync uses for mapping

network account names to Hummingbird account names.
0 Indices: WINC_DMSSYNC_MAPS PK
0 Sequences: SEQWINC_DMSSYNC_MAPS

WINC_DMSSYNC_SID: This table stores the system IDs of the network accounts; this allows
DMSSync to identify the correct Hummingbird account even if the domain account name is
modified.

0 Indices: WINC_DMSSYNC_SID PK

Preparing the DMSSync Library

NOTE: DMSSync must connect to the database using a login with
sufficient rights to create tables, indices, and sequences. In most
cases, the DOCSADM account will suffice.

The initial DMSSync configuration is performed the first time DMSSync is launched; DMSSync will
ask you to confirm that you want to initialize the current library:

FLeSSane jur BTz Biygline £655 - aL0eS 1
<P Library WiEsl_MIA is nok initialized For use with DM3Swnc

Do wiou wank ko initialize?

Click Yes to continue. If you click No, the application will load with errors, and you will not be
able to perform any synchronization. After clicking Yes, DMSSync will again ask for confirmation:
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PSS ane fuy Unaplaer Biyaline B0 - 2L0eS
P D5Syne will create kableds) in library WESL_MIA:
2
WINC _SETTIMNGS
WINC_DMSSYMC_FLTRS

WYINC_DMSSYMC_MAPS
WINC_DMSSYMC_SID

Do you wank bo continue?

Click Yes to proceed with the configuration of DMSSync on the current library; when the
configuration is complete, DMSSync will launch.

Registering DMSSync

If you have not yet registered DMSSync, you will be prompted to enter your serial number when the
application launches. To enter your serial number, select Options from the File menu, and click on
the General tab. Be sure to enter the information exactly as provided; the registration is case- and
punctuation-sensitive.

LG

Synchronization options ] Logging ]

Company 1P fyysrtheim Global Solutions, LLC

Serial Mumber: [

[ Connect and show only current library on skart:

Status:
Flease enter vour registration information,

é (5] 4 Cancel

Removing DMSSync

To remove DMSSync from a library, select Uninstall from the File menu. A list of libraries will
appear; select all libraries from which DMSSync should be removed and click Uninstall.
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L tal DRSSy %

All tables created by DMS Spnc will be remawved from
selected libraries

OoTTawa

Urinztall | Cancel ‘

Note that the WINC_SETTINGS table will not be removed when un-installing DMSSync.
The DMSSync Application

The main DMSSync application screen will display all domains and libraries available for
synchronization. The network list is generated from all networks which can be recognized from
aliases assigned in Hummingbird’s Library Maintenance to the DOCS_USERS group; the libraries
displayed are those defined as remote libraries to the current library. Libraries displayed in red have
not yet been initialized for DMSSync and cannot be synchronized.

T LSS for UpsiTa Livs e 2658 - sLUES A=
File PReparts

|| Domain | Type 1 Libraries 1
WESL-YM windows Active Directory Ootraws

WGSL MIA fcurrent)

. é.tande'l'rdlljpt'iuns: [ Custom i]ﬁt-iﬁns:
ioop Delay Time ’
[ Con {in minutes): I D Set Filters J Set maps

—Skatus:

| W THCADMIN [ Frimary group: DM Supervisors WGESL MIA

DMSSync Basic Options
Standard Options

Loop Continuously: Select this option to have WincSync continuously poll for new or
modified data to be processed.
Delay Time: Enter the number of minutes to pause between each processing loop.
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Custom Options

Set Filters: Launches the Filters configuration form. Refer to the Filters section on page 12 for
more information.

Set Maps: Launches the Maps Management form. Refer to the Maps section on page 14 for
more information.

The selected domains will be synchronized with the selected libraries when the Go! button is
clicked. To further specify which users or groups are synchronized, please refer to the Advanced
Options section on page 11.

DMSSYNC FOR OPEN TEXT EDOCS Installation and Operations Manual Page 10
January 31, 2018 © 2018 Wertheim Global Solutions, LI.C



DMSSync Advanced Options

DMSSync provides many synchronization options, from designating a subset of users and groups
for synchronization to specifying a default template for new users and groups. These and other
options, located under the File menu, are detailed below.

Add Network Alias

If a specific network does not appear in DMSSync for synchronization, a network alias on that
network has not yet been specified for the ooz group. In many cases the roof group is the
DOCS_USERS group but it can be set to any group in the Library.

To add a network alias to the o7 group, you can use the Add Network Alias function in DMSSync:

B il sk alins fur ruut Zrogy UOCS USERS @1

Domain type

& Mfindows NT/20004<P/2003 server

i Movel MDS [ needs Movell Metware Client |

Domain Mame 1
WESLAM ~|

0K | Cancel |

Specity the appropriate type of network; all detected domains of that type will then be available in
the Domain Name drop-down list. Select a domain and click OK; the groups from that domain will
then be displayed:

I Yuain WOSLYH Gy e &3\1
Filter |Group name j By | Search

Group name Comment
Dzl pdatePro=y DIMS clients wha are permitted to perform dynamic updates on behalf of some other clients [suc] |
DOCS_SUPERVISORS Db Supervisors |
DOCS_USERS Dk Users |
Dromain Adring Degignated administrators of the domain — |
Domain Computers All workstations and servers joined to the domain
Dromain Controllers All domain contrallers in the domain I
Domain Guests All domain guests e
Domain Users All domain users
Enterprize Admins Designated administrators of the enterprize
Group Policy Creator Ow...  Members in this group can modify group policy for the domain
MewTest Mew Test to rename

i ok LCancel |

Select the group to be aliased to the rv0f group and click OK. You will be prompted to confirm your
selection before DMSSync completes the alias assignment.

DRSS e Ty UdaiiTa,e Lya e 2650 - sUes &
Are you sure you want to add Network alias WaESL-YIMDOMAIN USERS for DOCS_USERS group?

Mo Cancel
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Toggle Domains

Toggles the status of the domain checkboxes; all checked items will be un-checked and vice-versa.

Toggle Libraries

Toggles the status of the library checkboxes; all checked items will be un-checked and vice-versa.

View Log
Displays the most recent DMSSync log file.

Purge Log
Purges the most recent DMSSync log file.

Filters

Like the Set Filters option button, this menu item displays the Filters configuration form. Using this
form, you can set filters for specific libraries and domains:

Filizrs fop Dopaey WHIE 5
Library: |wisL_MIA -l Domain: |GEsL-4M ~|
Available Users and Groups: Users and Groups to be excluded:

#-[_] Groups 7] Groups

+-[ 7] Users [ users

Group Patterns to | Include - User Patterns to Include ﬂ

Select the appropriate library in the left-hand Library dropdown, and pick the appropriate domain
from the right-hand Domain dropdown. Note that the filters will only apply to this combination of
library and domain; any filters which are to act on multiple libraries or domains must be created
individually for each library and each domain.

DMSSYNC FOR OPEN TEXT EDOCS Installation and Operations Manual Page 12
January 31, 2018 © 2018 Wertheim Global Solutions, LI.C



After selecting a domain, DMSSync will connect to the specified domain and retrieve all users and
groups to the left-hand Available Users and Groups display. Note that this process may take a
long time if you have a large domain or slow network connectivity. Any current filters for the
selected domain on the current library will be displayed on the right, in the Users and Groups to
be Excluded column.

Use the Add and Remove buttons to specify individual users or groups for exclusion; any users or
groups added to the right-hand column will not be synchronized to the library when DMSSync runs.

Available Users and Groups: Users and Groups to be excluded:
=144 Groups =i_{ Groups
€7 DnsUpdaterroxy 7 DnsUpdateProxy
€7 DOCS_SUPERVISORS £7 Domain Admins

€5 DOCS_USERS |
€5 Domain Admins

ﬁ Group Policy Creator Owners
7 schema admins

ﬁ Domain Computers | 4 = {_1 Users

Domain Contrallers L33

Domain Guests << Remove zzaM
Domain Users | ﬁ S0L Server (SQLSERVER)

3 Enterprise Admins

ﬁ Group Palicy Creator Owners
05 NewTest

05 Newvork

5 NvMetsRen

€5 nvvankess

€7 schema Admins

€5 wesl

5 workstation Administrators

€ (Administrator)
€ Alex Rodriguez (arod)

Pattern Filters allow you to specify multiple users or groups for synchronization. Each pattern filter
group can be set to one of two modes: Include or Exclude. The selected mode applies to all
patterns specified in the list; you cannot create an Include pattern for one group mask and an
Exclude pattern for another group mask. You can, however, create Include masks for groups but
specify Exclude masks for users, or vice versa.

An Exclude filter (such as *_TMP) will exclude any matching user or group from
synchronization even if the user or the group members are included in the oo group or any
other synchronized group.

An Include filter (such as DMS*) will include o7/y the specified users or groups in the
synchronization process and, for groups, only those members who are also members of the
root gronp. All users or groups not specified by an include filter will be excluded.

To create a Pattern Filter, first specify Include or Exclude and then click on the ellipses button
above the group or user pattern listing. Select Add from the pop-up menu, and type the desired
pattern mask into the dialog box:

LA e fur Ugei et Livalile EEA - sU8ES x|
Enter the string to include or exclude, inchuding wild card oK
characters -

[For instance, “*DOCS* or WOMES™) w

Allowed wildcards are the asterisk (*) and the question mark (?). Use the asterisk to specify an
unknown number of characters; use a question mark to specify single unknown character. For
example, DMS_* would process all groups starting with the character string DMS_, while DMS_?
would process only those groups where a single character followed the underscore (e.g., DMS_1,
DMS_2, DMS_A, etc.).
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Click OK to save the mask. You can edit or delete saved pattern masks by clicking again on the
ellipses button above the group or user pattern listing and selecting the appropriate menu item.

Group Patterns to  |Incude a7 |l User Patterns to  |Exclude -
Eom_* € GEMERIC*
50T _GRoup_? € PRINTER??

€ SCANNER??

Manage Maps: Maps

Like the Set Maps button, this menu item (off the Maps menu) launches the Maps Management
form. DMSSync maps designate the default behaviors for DMSSync under various circumstances,
detailed below.

Domain — Library Maps

I iy @1
=13 Domainlibrary mapping Library mapping for domain WESLAM
=3 Dome.nin WGSL-\{M [~ Synchronize domain against all libraries
B Library mapping

+-[ Library OTTawA Synchronize domain only against selected libraries:

+-[ Libran WGESL_MIA s
+- (17 User and Group maps O 0T Tawa,

OGS0 Mla
aK Apply | Carcel |

For each domain, you can specify which libraries should receive the domain’s user and group
information. Only those libraries configured for DMSSync will be available for selection; if all
libraries should be synchronized with the selected domain, place a checkmark next to the option
labeled Synchronize domain against all libraries.

NOTE: If WincSync is used in your enterprise to synchronize all data
from a master library, DMSSync should only be run against that
master library.
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Domain — Library — New User & Group Templates

For each domain, you can specify a default template to be used 7 each library when creating new

users and groups.

i HIPPINE)

D omain-library mapping
4 Domain WESLYM
Library mapping
(0 Library OTTAWA
= 43 Libramy WESL_MIA
B MNew user and gioup templal
PEOPLE table maps
GROUP table maps
User and Group maps

Template user and group for domain WGESLAM library WESL_MIA

Default DM User  [DMUSER

Drefault DM Group: |DU C5_USERS

Apply | Cancel |

Because it is possible that the default user from one library does not exist in another library, it is
required that default users be specified for each library that is to be synchronized with DMSSync.

Domain — Library — PEOPLE and GROUPS table Maps

For each domain, you can specify fields from the Network or DMSSync specific values to map to
User’s value fields in the PEOPLE or GROUPS table 7 each library when creating new users or

groups.

L HPPING)

Dromainlibrary mapping
3 Domain WESLAM
Library mapping
#-(7 Library OTTAWA
=423 Librany WGSL_MIA
Mew user and group templ

GROUP table maps
User and Group maps
Default maps
=3 Domain 'WGESLAM maps
Default maps
Users
Groups

%]
Library WGSL_MIA PEOPLE table maps for domain WGESL-AM
Edit Clear

Colurn ‘ Map | Blanks | Calumn description E ._:

FULL_NAME [FULL_NAME] Yes Full Name:

USER_PASSWORD Tes Password

USER_LOCATION Yes User Lacation

PHONE [AD_TELEPHONENUMBEER]  ‘es Phaone

EXTENSION es Extension

LAST_LOGIN_DATE Yes Last Login Date

LAST_LOGIN_TIME Tes Last Login Time

Fax Yes Fax Phone

DiD Yes Direct-Irwiard Dial 107

T4RGET_DOCSRYR Tes Target Document 5

PRIMARY_GROUP Yes Primary Group

PRIMARY_LIB Yes Primary Library

PROFILE_DEFAULTS Tes Profile Defaults

COMMECT_BRIDGED Yes Connect to Default |

BUTTON_BAR Yes

ACL_DEFAULTS Yes

SHOW_RESTORED Yes

P&55_ExP_DATE Tes Exp Date

LOGINS_REMAINING Yes

PSWORD_VALID_FOR Yes

NO_ExP_DATE Yes L
DR USER Y‘es DocRaute User? 54

oK Apply | Cancel ‘

To create a new Map, select the desired Column and click the Edit button, the Add PEOPLE or
GROUPS column map dialog box will show. If you want to make the field unique select the
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Unique key checkbox, and to prevent from having blank values select the Do not allow blanks
option. Exercise caution when using these options with GROUPS maps.

BB i MEURLE el sy

Enter a map

Table PEOPLE column: j

tap: [[4D_MAIL]

W Unigue key

W Daonat allow blanks

o]

=

Cancel ‘

To select a Map, click on the ellipsis and choose from the list of available tokens, both from the

Network and DMSSync.
r‘% SEICEROREN

Select uzer taken

Token ] % Mame | Type I [rescription '&é'f

AD_DISION Divigion Active directory

DORAIN Drarnain DMSSyne [romain object k@]
laD Ml | E-Mailadd = ectani|

A0 _O0THERMAILBOX E-Mail Address [Others]  Active directany

a0 _EMPLOYEEID Employee ID Artive directony

A0_FACSIMILETELEPHOMEMUMEBER Fax Mumber Active directony

A0 O0THERFACSIMILETELEPHOMEMUMEBER  Fax Mumber [Others) Active directony

A0 GNVENMAME First Mame Active directon

FIRST_MAME First name DkSSync First name BHtla(E!:
FIRET IMITIAl Fiok imitial MBS S Firot imitia aukr |
£ S ]l

]

Cancel |

To delete a Map, select it from the list and click the Clear button, a dialog box will prompt you to

confirm the removal of the Map.

fu,-,',:: g fup s Tee Liyalins B0 - al0es

\?/ Do you want to clear colurmn "PHOME" map?
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User and Group Maps — Defaunlt

In most environments, network and DM accounts are created with identical IDs. However,
DMSSync allows DM accounts to be generated based on any combination of several different fields
from the network or library. The network user or group property NETWORK_ALIAS is used by
default, but DMSSync can also be configured to use any combination of items:

Network User: Network User (con’t)

0 Account Control Flags 0 Middle Initial

0 Comment 0 Middle Name

0 Disabled 0 Network Alias

0 Domain O Primary Group ID

0 First Initial o SID

O First Name Synchronizing Library

O Full Name O Name

O Last Initial Synchronizing Domain

0 Last Name 0 Domain Controller

0 Long Network Alias 0 Name

% HEppINg) @1
=1-3 Domain-ibrary mapping Default mapping
+-(Z7] Domain WESLAM
=123 User and Group maps Default user map: |[NETW’DF|K_ALIAS]
r Default maps
=3 Dm[;";:j?:';:y Maps Default group map: |[NE TwORK_ALIAS]
Uszers ¥ Enable samples
Groups = Sample

User 1: | Administrator ~|  Group1: |DOCS_USERS |
User 2: | arod [Alex Rodiguez] ~|  Gioupz [DOCS_SUPERVISORS  ~|

MOTE: Only first 5000 uzers and groups are included in the samples

[refault mapping applies for all domains that have no mapping explicitly set. For the sample
will be uzed "WESLAYM' domain

Uszer 1: ‘Adminiztrator’ will be mapped to DM user ‘Administrator’

Uzer 2: ‘arod' will be mapped to DM uzer ‘arod'

Group 1: 'DOCS_USERS' will be mapped to DM group 'DOCS_USERS!

Group 2 'DOCS_SUPERVISORS' will be mapped to DM group 'DOCS_SUPERYISORS'

Ok ) | Cancel |

To select a variable, click the ellipses to the right of the default map text boxes and select the desired
variable from the appropriate menu. Using these variables, a network account named SM09421
could be mapped to a DM user more descriptively named WGSL-VM_T]Smith using the following
mapping:

[DOMAIN]_[FIRST_INITTAL][LAST_INITIAL][LAST_NAME]
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To test a mapping, place a checkmark in the Enable Samples option. A pane will then appear
beneath the default mappings, allowing you to pick any two of the first 5,000 users and groups in the
domain and view exactly how the account would be created in the library. The samples are dynamic;
as you modify the mapping, the samples are updated to reflect the new template.

User and Group Maps — By Domain

It is also possible to obtain further granularity when defining default user and group mappings. At
the domain level, DMSSync allows you to specify a different set of default user and group mappings
for each domain, as may be necessary when multiple domains or firms merge.

Specific User and Group Maps — By Domain

Within a single domain, it is also possible to configure maps to assign multiple network aliases to a
single DM user or group. For example, it is possible to assign the network aliases of DMADMIN
and SQLSERVER to the single DM ID DMADMIN.

To map multiple network aliases to a single user or group, expand the appropriate domain and select
cither the Users or Groups from that domain. Click the Add button to create a new mapping:

[' L e m

=43 Domair-library mapping Uzer mapping for domain WESLAM
=423 Domain WG SL4M Delete Edit |
Library mapping
+-(27 Library OTTaAMWA Metwork user alias Map |
+-20 Library WGESL_MI& € SOLSERVER Db D bIN
=1-453 User and Group maps
Default mapz
=143 Domain ‘WESLAM maps
Default maps
B Users
Groups

ok | Apply | Cancel |

Enter the network alias mask to be mapped into the dialog box, using wildcards if desired. The
same wildcards (asterisk and question mark) are supported throughout DMSSync. Then select the
user or group to which the network aliases should be assigned, either by selecting an existing DM
user ot by specifying a field or combination of fields from the Insert Token sub-menu. When
DMSSync next runs, all network aliases matching the specified mask will be mapped to the
designated DM account.

Existing maps may be edited or deleted using the Edit or Delete buttons.
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Manage Maps: Export

Once user and group maps have been configured, they can be exported either to save as a backup,
or to import into another DMSSync installation. Select Manage Maps | Export | User Maps or
Group Maps to save the current user or group maps as a tab-delimited text file. You will be
prompted to specify a file name for the export text file.

Manage Maps: Import

To import a saved set of user or group maps, select Manage Maps | Import | User Maps or
Group Maps. Be careful to select the correct item (user or group), as DMSSync will not make a
distinction between the two during the import process.

Note that DMSSync can import user or group maps from any text file in any delimited format as
long as the first column references the domain, the second column contains the network alias mask,
and the third column provides the DM user or group ID.

After selecting a text file, the DMSSync Import Wizard will launch. First, DMSSync needs to parse
the text file. Select the appropriate delimiter and set the starting row as appropriate:

— T [
e ooy Srouy ians: Siey ) uf G Q

Thizs screen lets you zet the delimiters your file containg. 'ou can see how text iz affected in the preview below

e [ Treat conzecutive delimiters as ane
Tak [~ Comma [ Space

[~ Semicolon [ Other: ’_ Start import at jow: 4 :II
File: C:A\Documents and Settings\WINCADMINAD esktopiE xportedU serM aps. txt
— Preview

Diomain Metwork aliaz Ot Group 1D
T f/GSLAM B.ccountinghdl2, BCCOUMTING ﬂ
Z GSLAM Bocountinghy BCCOUMTING
B mGSLAM Bocountingld, BCCOUMTING
i w/GSLAM HRDMIA HFRD
B [w/GSLAM HRDMNY HFRD
B m/GSLAM HRDLA HFRD
[ RTTAWA HRDMIA HFRD
L i
Cancel : ‘ Mext = |
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Click Next to proceed. After a short pause, DMSSync will present a list of all new maps that will be
created. Maps that you do not wish to be process can be removed by selecting the row and clicking
the red delete icon; any maps from domains not registered in DMSSync or maps that already exist
are automatically moved to the list of excluded maps.

[ lipur b Grouy s Sien Luf YE

Thiz screen lets you zee final set of maps that will be created. You can alzo exclude specific maps by deleting them from
the list below. Metwork, aliases from domaing that are not registered in DM55pnc or maps that already exist are
automatically remowed.

6 new mapsz will be created: X
Domain MHetwork alias DM Usger D |
WGESLAY Accountinghdl s, ACCOUNTIMNG
WGESLAYM Accountinghy’ ACCAOUNTING
WGESLA M Accountingls, ACCOUNTIMNG
WGESLAYM HRDMI& HRD
WGESLAY HRDMY HRD
WGESLAYM HRDLA HRD

1 excluded maps:

C'omain Metwork sliaz Db User 1D
OTTAWA HRDMIA HRD

Cancel | <¢ Back | Mest »» |

Click Next to complete the Import. DMSSync will create the new maps and provide a report upon
completion. Click Finish to exit the wizard.

Initialize Library

Although the first DMSSync library is initialized the first time DMSSync is run, you may wish to
initialize multiple libraries in your enterprise. To initialize additional libraries, select Initialize
Library from the File menu. You will be presented with a list of available libraries (those which are
defined as remote libraries of the current library); place a checkmark next to all libraries you wish to
initialize. These libraries will then be available for synchronization with DMSSync.

Options

Once configured, DMSSync options can be locked from modification by clicking on the padlock
icon in the lower-left corner of the options form. Click the lock icon again to un-lock the form.
Although this feature does not prevent someone from changing the DMSSync options, it does
prevent accidental modification of any of the critical configuration items.

General

DMSSync application and synchronization options can be configured from the File | Options
menu item. Registration and serial number information is entered on the General tab, and the log
file location can be specified. If DMSSync is only to run against one library in a multi-library
environment, you can select Connect and show only current library on start to verify that no
other libraries are synchronized with DMSSync.
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Synchronization Options

The following synchronization options can be configured in DMSSync:
TLaLE:

General  Synchronization options ‘I:ugging ]

ook i |DOCS_LISERS .

[ Allow multiple network alias to be assigned to a DM user

I Swnchronize existing User 1D ko Metwork Alias

Iv Disable Users with Mo Metwork sliases and blank password

[v Set user's primary group to match domain primary group |

Default primaty group: |DOCS_LISERS

fwesim =]

@ Match domain primary aroup Far users with a primary group
DOCS SUPERYISORS or group with administrative privileges

User synchronization mode

f* Synchronize all users

" Synchronize only users matched bo & map
Group synchronization mode

f* Synchronize all groups [~ Retrieve all domain groups
" Svnchronize only groups matched ko a map

v Synchronize group membership

[w Remove member users with no network, aliases and blank password

i Remove member users with no network. aliases and
attachéfunplugged password

é (0] 4 Cancel

Root Group: DMSSync can be configured to use a different base group than DOCS_USERS,
although cases in which this is appropriate may be rare. To specify a different root group,
click the ellipses and select the appropriate group from your library.

Allow multiple network aliases to be assigned to a DM user: Select this option to allow
DMSSync to assign multiple network aliases to a single DM user.

e Synchronize existing User IDs to Network Alias: This option tells DMSSync to
synchronize user IDs already in the library with the appropriate network alias from the
domain.

e Use domain as preferred source for columns maps: Specify the Domain from which
to use the Maps when allowing multiple network aliases.

Disable users with no Network Alias and blank password: Selecting this option will cause
DMSSync to disable DM users who have no matching network aliases and blank DM
passwords.
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Set user’s primary group to match domain primary group: DMSSync can force DM user
accounts to have the same primary group in their library as the matching network account
has on the domain.

e Default Primary Group: Specify a default primary group to be used if none is specified
at the network level. DOCS_USERS is the default.

e Use domain as a primary Domain for user’s primary group: Specify from which
domain the primary group information should be retrieved.

e Match domain primary group for users with a primary group
DOCS_SUPERVISORS or group with administrative privileges: This option allows
to whether or not matching the primary group for administrative groups.

User Synchronization Mode: DMSSync can be configured to synchronize all users or only
those accounts that match one of the configured user maps.

Group Synchronization Mode: DMSSync can be configured to synchronize all groups or only
those groups that match one of the configured group maps.
¢ Retrieve all Domain groups: ???2?P2rrr???

Synchronize Group Membership: Select this option to have DMSSync re-create all group
memberships in the library that are present on the domain. Options to remove network
users with no network aliases and black passwords or unplugged passwords are available.
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Running DMSSync

Once DMSSync has been fully configured, you can run the application in test mode before applying
all changes. On the main DMSSync application, click the Test button, located between the Go! and

Exit buttons.

DMSSync will analyze all configuration options against the selected libraries and display a report of

all conflicts, new items, and deletions:

File

| Sychnizationanalyzing X]
Library: IWGSL_MM LJ Conflicts | Nawi Updates
Users 1 & 2
Groups 1] 0 o
Carflicts ] New items ] Updatas1 Total 1 3 2
conflict users: 1 conflict groups: 0 Metwork Aliases

Type

- Info for JETERD

Metwark alias (wGSLAYMWETERD] SID changed from O ta 1120
User JETERD has mare than one network, alias asigned

Cloze

Specific information regarding the conflicts can be viewed by clicking on a row and viewing the
information displayed at the bottom of the form.
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To take action on a conflict, select the Conflicts tab, highlight a row and click the Network Aliases
button. DMSSync will display the currently mapped network alias or aliases; you can create a new
map for that account by clicking the Map button or you can remove the account from processing
by clicking the Exclude button.

f@ Uszy JEFERL ﬂ

User JETERD

Map Erclude

Network Alias
WESLAMYWETERD
WESLAMAGLAYINET

B i | &

New items and updates can also be modified from their respective tabs; select any row and click the
Network Aliases button to create a new map or exclude the account from processing. Information
about new or updated accounts can be viewed at the bottom of the form.

r@ Syneinunaiug dpkeing ﬁ‘
Eile:
Library: 1WGSL_M|A __v_J ] Conflicts J Mew J Updates
Users 1 3 2
Groups a 1] 1]
Conflicts  New itemns ] Updates* Total 1 3 2
new ugers: 3 new groups: 0 Metwork Aliases
MName Metwark aliazes Drescription Type
i T | prmary grou S ) L]
ﬁ, PlaZZaM [Mike Fiazza) wgslvmbpiazzam primary group change, new user uzer

ﬁ RIVERAM (Mariana Rivera) wigsl-wmbriveram primary group change, new user uzer

Infa for MUS SINAM

Mew User: MUSSIMaR [Mike Mussina)
alias: WESLAM W ussinatd
Default group DOCS_IUSERS [DM Users) iz assigned as primary group.

Cloze
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|

F%"Lynr;nrunizﬁuun aabiy
Eile
Library: iWGSL_MIA L] Canflicts J MHew 1 Updates
Users 1 3 2
Groups 0 i} 0
Total 1 2 2
Metwork. fliazes

Conflict31 Mew items  Updates 1
uzer updates: 2 group updates: 0
M Metwork alisses Drezcripti Type
o 3 incadmin [ networ naefiemove] |
non-netwark uger uzer

fale L
Q,CAMEHDNM [Mike Cameron]  wagslwmbcameranm

1~ Info for WINCADMIM
M atch not found: Metwork, aliaz WESLAMYWINCADMIN will be removed. Alias wasn't matched to a network. user or it isn't a member of a

Close

network group assigned to DOCS_USERS

Click Close when you are satisfied that DMSSync will process all accounts as desired. Click Go! to

begin processing DMSSync changes into production.
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